SYSTEM AND METHOD FOR DETECTING ANOMALIES 
ALONG TELECOMMUNICATION LINES 



RELATED Art 

[0001] Telecommunication lines* such as a digital subscriber line (DSL), for example, 

usually comprise sections of wire that have been joined together to form a data path 
from one location to another (e.g., from conimunication equipment at a central office 
to communication equipment at a customer premises). A point where two sections of 
a telecommunication line are joined is often referred to as a "splice." In forming a 
splice, the end of one section is usually wrapped around or otherwise joined to an end 
of another section, and the two joined ends may be soldered in an effort to ensure that 
the splice does not loosen. 

[0002] In this regard, it is generally desirable for the two joined section ends forming 

a~spliceT6~femmirin a tightly j 6inedl)ositiornh arfeffort to' miriimizFtheTesistivity of 
the splice. However, over time, a splice may become degraded {e.g., loosen) such that 
the resistivity of the splice fluctuates. Such resistivity fluctuation can significantly 
disrupt communication occurring over the telecommunication line that includes the 
splice. 

[0003] Thus, when a splice becomes significantly degraded, it may be desirable for a 

technician to locate and repair the degraded splice in an effort to improve 
communication occurring over the telecommunication line that includes the degraded 
splice. However, locating such a degraded splice can be difficult. In particular, 
disruption of communication occurring over a telecommunication line .may be caused 
by a variety of factors in addition to or in lieu of degraded splices. Tfiiis, diagnosing a 
communication problem attributable to a degraded splice can be problematic. Further, 
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many telecommunication lines extend for very long distances (e.g., on the order of 
several miles) and are often buried in the ground. Accordingly, even when a 
communication problem is correctly diagnosed as attributable to a degraded splice 
along a telecommunication line, locating the degraded splice can be difficult and 
expensive. 

[0004] Thus, a heretofore unaddressed need exists in the art for improved systems and 

methods of detecting and locating degraded splices and other types of anomalies along 
a telecommunication line. 

SUMMARY OF THE INVENTION 

[0005] Generally, embodiments of the present invention provide systems and methods 

for detecting anomalies along telecommunication hnes. 

[0006] An anomaly detection system in accordance with one exemplary embodiment 

of the present invention comprises an echo canceler and anomaly detection logic. The 
echo canceler has a plurality of taps respectively associated with a plurality of tap 
coefficients. The anomaly detection logic is configured to determine a difference 
between a new tap coefficient associated with one of the taps and a previous tap 
coefficient associated with the one tap. The anomaly detection logic is configured to 
perform a comparison between the difference and a threshold and to detect an 
anomaly along a telecommunication line based on the comparison. 

[0007] An anomaly detection system in accordance with another exemplary 

embodiment of the present inventions comprises an echo canceler and anomaly 
detection logic. The echo canceler has a plurality of taps respectively associated with 
a plurality of tap coefficients. The anomaly detection logic is configured to determine 
when at least one of the tap coefficients fluctuates by at least a specified amount and 
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to detect an anomaly along a telecommunication line based on a detection, by the 
logic, that the at least one tap coefficient fluctuated by at least the specified amount. 

An anomaly detection system in accordance with yet another exemplary 
embodiment of the present invention comprises an echo canceler and anomaly 
detection logic. The echo canceler has a plurality of taps respectively associated with 
a plurality of tap coefficients. The anomaly detection logic is configured to establish a 
set of baseline tap coefficients based on the tap coefficients. The anomaly detection 
logic is configured to compute differences between new tap coefficients of the echo 
canceler and the baseline tap coefficients and to detect an anomaly along a 
telecommunication line based on the differences. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention can be better-understood -with reference to the following 



drawings. The elements of the drawings are not necessarily to scale relative to each 
other, emphasis instead being placed upon clearly illustrating the principles of the 
inventionTRirthe^^ conrespbMihg parts" 

throughout the several views. 
[0010] FIG. 1 is a block diagram illustrating a transceiver that employs an anomaly 

detection system in accordance with an exemplary embodiment of the present 
disclosure. 

[001 1] FIG. 2 is a block diagram illustrating the transceiver of FIG. 1 coupled to a 

remote transceiver via a telecommunication line. 
[0012] FIG. 3 is a graph illustrating differential tap coefficient values of a 

transceiver's echo canceler (EC) when the resistance of a point along a 
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telecommunication line approximately 0 feet from the transceiver is varied from 0 to 5 

Ohms, 0 to 10 Ohms, 0 to 20 Ohms, 0 to 50 Ohms, and 0 to 100 Ohms. 
[0013] FIG. 4 is a graph illustrating differential tap coefficient values of a 

transceiver's echo canceler when the resistance of a point along a telecommunication 

line approximately 4000 feet from the transceiver is varied from 5 to 0 Ohms, 10 to 0 

Ohms, 20 to 0 Ohms, 50 to 0 Ohms, and 100 to 0 Ohms. < 
[0014] FIG. 5 is a block diagram illustrating the anomaly detection system of FIG. 1 . 

[0015] FIGS. 6 and 7 depict a flow chart illustrating an exemplary methodology that 

may be used by the anomaly detection system of FIG. 1 . 
[0016] FIG. 8 is a flow chart illustrating another exemplary methodology that may be 

used by the anomaly detection system of FIG. 1 . 

DETAILED DESCRIPTION 

[0017] The present disclosure generally pertains to systems and methods for detecting 

anomaUes, such as degraded splices, for example, along a telecommunication line. An 
anomaly detection system in accordance with one exemplary embodiment of the present 
disclosure analyzes the tap coefficients of an echo canceler to detect a line anomaly. In 
this regard, according to known or fiiture-developed echo cancellation techniques, the 
echo canceler generates tap coefficients that are used to generate an echo cancellation 
signal for removing echoes from signals conimimicated over a telecommunication line 
coupled to the echo canceler. The anomaly detection system analyzes the tap 
coefiBcients of the echo canceler over time and determines when a tap coefficient 
significantly fluctuates. When the anomaly detection system identifies a significantly 
fluctuating tap coefficient, it may provide an indication that an anomaly, such as a 
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degraded splice, exists along the telecommunication line at a distance corresponding to 
the fluctuating tap coefficient. 

[0018] FIG. 1 depicts an anomaly detection system 20 in accordance with an exemplary 

embodiment of the present disclosure. As shown by FIG. 1, the anomaly detection 
system 20 may reside within a transceiver 23 that is coupled to and communicates over a 
telecommunication line 25, such as a digital subscriber line (DSL), for example. 
However, it should be noted that one or more components of the detection system 20 
maybe located external to the transceiver 23, if desired. 

[0019] As shown by FIG. 2, the transceiver 23 may be coupled to a remote transceiver 

27 via the telecommunication line 25. In one example, the transceiver 23 may reside at 
a central office of a communication network, and the remote transceiver 27 may reside 
at a customer premises. In another example, the transceiver 23 may reside at a customer 
premises, and the remote transceiver 27 may reside at a central office. Other locations 
for the transceivers 23 and 27 are possible in other embodiments. 

[0020] As shown by FI G. 1, the tr ansce iver 23 comprises a trmsmitter 3 1 and a receiver 

33. The transmitter 31 transmits a digital data signal to a digital filter 35, which filters 
the digital data signal and.provides a filtered digital signal to a digital-to-analog (D/A) 
converter 38. The D/A converter 38 converts the filtered digital signal into an analog 
signal, which is filtered by an analog filter 41 . This filtered analog signal is then applied 
to the telecommtmication line 25 via a hybrid network 44 and a line-coupling 
transformer 46. 

[0021] An analog signal on the telecommunication line 25 is coupled through 

transformer 46 and hybrid network 44 and is apphed to an analog filter 52, which filters 
the received analog signal and provides a filtered analog signal to an analog-to-digital 
(A/D) converter 54, The A/D converter 54 converts the filtered analog signal into a 
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digital signal, which is filtered by a digital filter 57. A differential summer 59 combines 
this filtered digital signal with an echo cancellation signal from an echo canceler 63 in 
order to cancel, from the filtered digital signal, echoes of signals transmitted by the 
tr^sceiver 23 over the telecommunication line 25. The combined signal from the 
differential summer 59 is then received by the receiver 33. 

Various known or fixture-developed echo canceler. may be used to implement 
the echo canceler 63 of FIG. 1. M one exemplary embodiment, the echo canceler 63 is 
implemented as a linear adaptive finite impulse response (FIR) filter that uses a least 
mean squared (LMS) algorithm or other known or future-developed adaptive FIR 
algorithm to provide an echo cancellation signal that minimizes the error ofthe 
combined sigr^ output from the differential summer 59. In other embodiments, other 
types of echo cancelers may be employed. 

[0023] Using.a plurality of-taps-64-spaced along a tap delay line,-the- echo canceler 63 

respectively multiplies tap coefficients 66 to delayed replicas of a digital input signal 

fromfransmitter31 inordertooutputanapprxjpriateechocanceUationsignal. In this 
'^«g^i"«^h"t"aF64Ts-i^i3c7^ed^^^^ coefficfent; which may be 

adaptivelychangedinordercontroltheshapeoftheechocancellationsignal. Ingeneral. 
to better suppress echoes, the tap coefficients are controlled such that the shape ofthe 
echo cancellation signal closely resembles or matches the shape ofthe echoes included 
inthesignaloutputbythedigitalfilter57. Techniques for controlling the tap 
coefficients of an echo canceler such that the echo canceler outputs an appropriate echo 
cancellation signal are well-known in the art. 
[0024] Changes in the resistivity of the telecommunication line 25 induces changes in 

the tap coefficients ofthe echo canceler 63 if the echo canceler 63 is to maintain 
adequate echo cancellation. Indeed. FIGS. 3 and 4 show test re^ts of simulating a 



[0025] 



[0026] 



TKHR Docket No. 710101^1270 

deg«d«l,,icea.dista»«ofapproxim*ly40(X)feafomatmnsceiver23. InM. 
^ganl, to plot a differential tap coeiSciem value for a panicular tap 64. the tap 
eoefflcie™ for «p 64 is ,ead a,Kl stored. Then, fte resistance of a poin, along rhe 
tel«=„mmumcation line 25 is varied to a first resistance to a seco»i resistance. Tie 
tap coefficient for the tap 64 is then read and subtracted fen, to p«vio„sly read tap 
coefflcient IWs diff«™ce is ften plott^. Tletegoingn^aybeperfomred foreach 
tap coefflcient, and a curve may then be fitted to each plotted differendal associated 
the same resistivity change. 

It. no. 3, the point of vaded resistivity is located close to (e.g., approximately 
0 feet from) the end of the telecommunication line 25 that is co^,led to the trover 
23. In FIG. 4, the point of varied resistivity is located app„,xim.tely 4000 feet fiom the 

t.™sceiver23.h,add.tion.mFIG.3,,hec„rveswereobt^edbyva.ying,he,esis.a„ce 
of to line 25 from 0 to 5 Ohms, 0 to lOXhms, 0-.o 20 Ohms, 0 to 50 Ohms, ard o t<r- - 

.00Ohms.bFrQ.4tocurveswereobtamedbyva,^gto,^is,anceoftoline25 

from 5 to 0 Ohms. ,0 to 0 Ohms, 20 to 0 Ohms, 50 to 0 Ohms, and lOO to 0 Ohms. 

-A=^-l'=«»%«m-pam«nG01ffl4,Vfluc^^^^ 
telecommunication Une 25 will have a greater effect on certam ones of to tap 
coeflicieas depending on to toUon of to tesistivity fluctuation along to 
telecommunication line 25. Thus, a line anomaly, such as a deg,«led splice, tha, 
changes to resistance of a point along a telecommunication line can be det«:.ed and 

located by d^etmining „hich Of to tap coefficients are affected by to tesistancc 

fto^o„s.hrdeed. each tap coefncientcanbecor^latedwithapartic^pointalong 
to telecommnnicado, Une 25 such tha, if a d«emunation can be made to, a tap 

coefflcie„tfluctuatesdne,oalineanomaly.,hen it follows tottolineanomalyisclose 
inptoximitytotoconelatedpointSuch^appn^chcanbeusedtohnplemeMan 
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anomaly detection system and methodology as will be described in more detail 
hereinbelow. 

[0027] As shown by FIG. 1 , the anomaly detection system 20 comprises anomaly 

detection logic 70 that analyzes the tap coefficients 66 of the echo canceler 63 and 
detects anomahes, such as degraded splices, along the telecommunication line 25 based 
on the tap coefficients 66. The anomaly detection logic 70 can be implemented in 
software, hardware, or a combination thereof, hi an exemplary embodiment illustrated 
in FIG. 5, the anomaly detection logic 70, along with its associated methodology, is 
implemented in software and stored in memory 75. 

[0028] Note that the anomaly detection logic 70, when implemented in software, can be 

stored and transported on any computer-readable medium for use by or in connection 
with an instruction execution system, apparatus, or device, such as a computer-based 
system, processor-containing system, or other system that can fetch and execute 
instructions. In the context of this document, a "computer-readable medium" can be 

- anyjneansthat caai contain, store,_communicate, propagate, or transport a program-for— 

use by or in connection with the instruction execution system, apparatus, or device. 
The computer readable-medium can be, for example but not limited to, an electronic, 
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, 
device, or propagation medium. Note that the computer-readable medium could even 
be paper or another suitable medium upon which the program is printed, as the 
program can be electronically captured, via for instance optical scanning of the paper 
or other medium, then compiled, interpreted or otherwise processed in a suitable 
manner if necessary, and then stored in a computer memory. 
[0029] The exemplary embodiment of the anomaly detection system 20 depicted by 

FIG. 5 comprises at least one conventional processing element 77, such as a digital 
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signal processor (DSP) or a central processing unit (CPU), that communicates to and 
drives the other elements within the system 20 via a local interface 79, which can 
include at least one bus. Furthermore, the system 20 may comprise at least one timer 81 
that may be used by the anomaly detection logic 70, as will be described in more detail 
hereafter. The timer 81 may be implemented in hardware or a combination of hardware 
and software. 

[0030] As shown by FIG. 5, a set of predefined tap thresholds 85 is stored in memory 

75. Each tap threshold is associated with a different one of ttie echo canceler taps 64 
(FIG. 1). The value of a tap threshold is established such that there is high likelihood of 
an anomaly, such as a degraded splice, existing at or close to a correlated point on 
telecommunication line 25 if a change in the value of the tap coefficient for the 
associated tap 64 exceeds the threshold. 
[0031] Note that the values of the taFthfesholdsihay be established based on FIGS. 3 

and 4. For example, assume that it is desirable to detect a degraded spUce if the 
resistivity of a point of the telecommunication line 25 fluctuates by more than 50 Ohms 
> in a short amount of time. In such an example, the 50 Ohm curves of FIGS. 3 and 4 may 
be used to estabhsh the tap threshold for a particular tap 64. In this regard, the tap 
threshold for a particular tap 64 may be assigned the peak (either positive or negative) 
tap differential value associated with the particular tap 64 and plotted in the 50 Ohm 
curves for either of the graphs depicted by FIGS. 3 and 4. As an example, noting that 
each tap 64 is assigned a different identifier number ranging fi-om 20 to 50 in FIGS 3 
and 4, the tap 64 having identifier number 28 appears to be associated with a peak tap 
coefficient differential close to the value of 4000 for the 50 Ohm curves of FIGS. 3 and 

4. Thus, the tap threshold associated with the foregoing tap 64 may have a value of 
4000. 
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Dunng operation 70 r«b a set of tap 

coeffici«,ts 66 the echo canCer 63 and stores this set of tap coefHcients, 
refened to h«eafler as •'baseHne tap coefficients 88," in memoty 75 (FIO. 5). 
Oenerally, if there are ™, anomalies ptesent on the telecommunication line 25, then 

fte tap coefficients in the echo ea„eeler63 Should not si^ficanUyvaty except for 
^u^varia,ionsovertimeduetot«„pe,.„^fl„et«ations. Moreover, the anomaly 
detecdon logic 70 pedodically reads the cu,™,t tap coefBcients h.m the echo 
o^celer 63 and compares the cu^ent tap coefficients to the baseline tap coefHcienu. 
h pa^icular. each baseline tap coefficient and current tap coefficient is associated 

withadif,^tech„canee,er.ap64.Asusedherein.thebaselmetapeoeffleie„.and 

™tapcoefficicnttha.arebothass^iated^ththes»,eechocanceler,ap„i„be 
^fetred to heteafter as a 'tap pair." For each tap pair, the anomaly detection logic 70 
subtracts the ~p coefficient ,K,m the hasehne tap coefHcien.. ^ _ _, 

*eanomalydet««on logic 70computesthedi,re,encebet„ee„„,ecoefficientsofd,e 
tap pair. 



[0033] 



Afterco,a>uJing.fl!e^^ 
compa.^ the tap pair differenee to the conesponding tap threshold fte.. the tap 
™ associated wtth dre same echo canceler tap 64 as the tap pair) stored in 
m^ory 75. If the absolute value of the tap pair difference exceeds the absolute value 
of fte conesponding tap threshold, then the anomaly deteehon logic 70 provides ^ 
anomalyindication. '"*i-ga,.,if.heabsol„,eva,ueofthetappairdi,re,enee 
^■cceds the ab^lute value of the co^ponding tap dtreshold. then the tap coefficient 

66 of.heassociatedtap64hassi„y Changed over thneo... between teading 
of the hasehne tap coefficient of the tap pair and the cunent tap coefficient of the tap 

pair). Suchasignifiean, change may indicate that»a„om^y,s„chasadegraded 
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splice, for example, is on the telecommunication line 25 at a location corresponding to 
the tap pair and its associated tap 64. Thus, the anomaly indication provided by the 
anomaly detection logic 70 may indicate that an anomaly exists on the 
telecommunication line 25 at the location corresponding to the tap coefficient pair on 
which the anomaly indication is based. 

[0034] To help increase the accuracy of the anomaly detection performed by the logic 

70, the logic 70 may track a history of its anomaly indications. In this regard, the 
anomaly detection logic 70 may maintain diagnostic information 92 (FIG. 5) 
indicative of the history of the anomaly detections provided by the logic 70. hi one 
embodiment, the diagnostic information 92 comprises a histogram having a pluraUty 
of values in which each histogram value corresponds to a different echo canceler tap 
64. Each time the difference of a tap pair associated with the tap 64 (i.e., the 
difference of a tap's current and baseline tap coefficients) exceeds the corresponding 
tap threshold, the anomaly detection logic 70 may increment the corresponding 
histogram Value. Thus, each histogram value is essentially a running sum of the 
number of anomaly indications provided by the logic 70 for a particular one of the 
taps 64. Generally, the higher a tap's corresponding histogram value, the more likely 
it is that an anomaly exists on the telecommunication line 25 at the location 
corresponding to the tap 64. Thus, by analyzing the histogram values, it is possible to 
identify locations on the telecommunication line 25 where anomaUes exist. 

[0035] To help increase the effectiveness of the histogram as a tool to estimate 

locations of anomaUes along the telecommunication line 25, the baseline tap 
coefficients may be updated firom time to time. To update a baseline tap coefficient, 
the current tap coefficient associated with the same tap 64 as the baseline tap 
coefficient may be read by the anomaly detection logic 70 and used to replace the 
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baseline tap coefficient. By periodically updating the baseline tap coefficients in this 
manner, gradual variations in the tap coefficients due to gradual temperature 
fluctuations can be accommodated such that the gradual variations in the coefficient 
taps due to temperature fluctuations do not cause many false anomaly indications. 

[0036] In addition, a better histogram may be defined by updating one or more 

baseline tap coefficients for each occurrence of an anomaly indication. In this regard, 
if the anomaly detection logic 70 determines that a tap pair difference exceeds the 
corresponding tap threshold, then in addition to providing an anomaly indication (e.g., 
in addition to increnienting the corresponding histogram value), the anomaly detection 
logic 70 may also update the baseline tap coefficients by replacing the baseUne tap 
coefficients with the current tap coefficients. In an alternative embodiment, the 
baseline tap coefficients may be updated each time new current tap coefficients are 
read from the echo canceler 63 regardless of whether any anomaly indications based 
on the new current tap coefficients are generated. Other embodiments that update the 
baseline tap coefficients in different manners are also possible. 

[0037] There are various methodologies that may be used to detect a 

telecommunication Une anomaly based on whether a particular tap coefficient of an 
echo canceler significantly fluctuates over time. Described hereafter are two cases 
that these methodologies address. The first case ("case one") is when the severity of 
the anomaly is such that it causes the transceiver to have degraded performance, and 
possibly even an occasional loss of synchronization resulting in retraining of the 
transceiver. The second case ("case two") is when the severity of the anomaly 
prevents synchronization altogether. FIGS. 6 and 7 depict an exemplary methodology 
that may be employed by the anomaly detection logic 70 in order to detect an 
anomaly, such as a degraded splice, of telecommunication line 25. The methodology 
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of FIGS. 6 and 7 addresses the lower severity anomaly case identified as case one 
above. 

[0038] For the purposes of illustration, assume that the anomaly detection logic 70 is 

configured to track the coefficients of n number taps of the echo canceler 63, where n 
is any positive integer. Further assume that a particular one of the taps 64, referred to 
hereafter as "tap a," corresponds to a location on the telecommunication line 25 that is 
a distance "^/"(FIG. 2) from the transceiver 23. In this regard, a change in the contact 
resistance of the telecommunication line 25 at a distance d from the transceiver 23 
causes the tap coefficient of tap a to change. For the purposes of illustration, assume 
that a significantly degraded spUce is located at distance d from the transceiver 23, 
thereby causing the contact resistance of the line 25 at distance d from the transceiver 
23 to significantly fluctuate over time. Also assume that there are no other degraded 
splices of other types of ImFancmialies on the telecommunication line 25. ^ 

[0039] Similar to conventional transceivers, the transceiver 23 of FIG. 1 may estabUsh 

communication settings, such as an initial set of tap coefficients 66, for example, in a 
training mode and then communicate data in a data mode that follows the training 
mode. Iii the embodiment depicted by FIGS. 6 and 7, block 101 shows the 
initialization of the timer 81 (FIG. 5), thermal tracking count, maximum thermal SEV 
(Signal Error Value), minimum thermal SEV, and detection SEV, which will all be 
discussed later. Note that the thermal tracking count, the maximum SEV, minimum 
thermal SEV, and detection SEV are all variables. In one exemplary embodiment, the 
thermal tracking count is initiaUzed to a value of four, and the maximum SEV is 
initiaUzed to a value of zero. Further, the detection SEV and the minimum SEV are 
both respectively initialized to their highest possible value. For example, if an 8-bit 
value is used to represent the detection SEV, then this variable is initialized to a value 
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of two-hundred-fifty-five. Similarly, if an 8-bit variable is used to represent the 
minimum SEV, then this variable is also initialized to a value of two-hundred-fifty- 
five (255), Note that the foregoing variables may be initiaUzed to other values ua 
other embodiments. 

[0040] Li addition to initiaUzing the aforedescribed variables, the anomaly detection 

logic 70 initializes the timer 81 such that it periodically expires. In the exemplary 
embodiments described herein, it will be assumed that the timer 81 is initialized to 
expire every thirty seconds, although other timing cycles may be employed in other 
embodiments. 

[0041] Block 101 also shows the transceiver 23 transitioning into the data mode from 

the training mode. In the data mode, steps are taken to help ensure that the baseline 
tap coefficients 88 used to detect line anomaUes are defined during reliable time 
periods {e.g., during periods that are substantially free of commimication errors 
occurring over line 25). Exemplary techniques for achieving the foregoing will now 
be described in detail. 

[0042] In this regard, the anomaly detection logic 70 sets the detection SEV to a value 

indicative of an amount of error recently occurring across the line 25. For example, as 
described above, the timer 81 is configured to periodically expire {e.g,, every 30 
seconds in the instant embodiment), and the detection SEV may be the minimum 
signal-to-hoise ratio detected during the last cycle of timer 81 {i.e., between the last 
consecutive expirations of the timer 81). In another embodiment, the detection SEV 
may be an average signal-to-noise ratio detected during the last cycle of timer 81. In 
yet another embodiment, the detection SEV may be the total number of bit errors 
detected during the last cycle of timer 81 . In essence, the detection SEV can be any 
value that is indicative of an amount of error that recently occurred over line 25, and 
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other types of values for the detection SEV not specifically discussed herein may be 
used in other embodiments. 
[0043] For the purposes of illustration, assume hereafter that the detection SEV is a 

minimum signal-to-noise ratio (SNR) detected since initialization of the detection 
SEV in either block 101,1 1 7. or 143. H^erefore. a lower value for the detection SEV 
indicates that a higher number of errors or level of noise recently occurred over the 
telecommunication line 25. Also assume that the minimum thermal SEV is the 
minimum signal-to-noise ratio for the line 25 detected since the last initialization of 
this variable in block 101 or 143, and assume that the maximum them^al SEV is the 
maximum signal-to-noise ratio for the line 25 detected since the last initialization 6f 

thisvariableinblockl01orl43.Otherembodimentsmaydefinetheminimum 
themial SEV and the maximum thermal SEV variables differently. 

To establish the foregoing variables, the anomaly defectionlogic 70 

detennines the current signal-to-noise ratio of the line 25 in block 107. Tins signal-tb- 
noise ratio may be calculated at the transceiver 23 via known or future-developed 
-t^hBi-qWand pioWedlol^Vlogic If the cu^entsignaHo-noise ratio is \^'^~ 
the value of the detection SEV, then the anomaly detection logic 70 sets the detection 
SEV equal to the current signal-to-noise ratio, as shown by blocks 108 and 109. If the 
current signal-to-noise ratio is equal to or greater than the value of the detection SEV, 
then the anomaly detection logic 70 does not change the value of the detection SEV. 
Thus, the detection SEV is equal to the minimum signal-to-noise ratio detected since 
the last initialization of the detection SEV in block 101 or 1 17. 

In block 1 10, the anomaly detection logic 70 compares the current signal-to- 
noise ratio to the minimum thermal SEV. If the current signal-to-noise ratio is less 
than the value of the minimum thermal SEV, the anomaly detection logic 70 sets the 
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15 



TKHR Docket No. 710101-1270 

minimum thennal SEV equal to the current signal-to-noise ratio, as shown by block 
111. If the current signal-to-noise ratio is equal to or greater than the value of the 
minimum thermal SEV, then the anomaly detection logic 70 does not change the 
value of the minimum thermal SEV. Thus, the minimum thennal SEV is equal to the 
minimum signal-to-noise ratio detected since the last initiaUzation of the minimum 
thermal SEV in block 101 or 143. 
[0046] In block 1 12, the anomaly detection logic 70 compares the cuirent signal-to- 

noise ratio to the maximum thermal SEV. If the current signal-to-noise ratio is greater 
than the value of the rnaximum thermal SEV, the anomaly detection logic 70 sets the 
maximum thermal SEV equal to the current signal-to-noise ratio, as shown by block 
1 13. If the current signal-to-noise ratio is equal to or less than the value of the 
maximum thermal SEV, then the anomaly detection logic 70 does not change the 
value of the m^iihum thermal SEV. -Thus, 

maximum signal-to-noise ratio detected since the last initialization of the maximum 
thermal SEV in block 101 or 143. 
[0047] Once-tKetii5E"8r^ires, the aiioiiary detection logic 70, in block 1 14^ " 

compares the detection SEV to a value, referred to hereafter as the "signal error 
threshold" or "SET." The signal error threshold compared in block 1 14 is preferably 
set to a value such that the detection SEV is greater than this threshold when reliable 
communication has continuously occurred since the last initialization of the detection 
SEVinblocksl01,117,orl43. In this regard, if the data communication occurring 
over line 25 has too many errors due to severe line anomalies or other types of 
communication problems, then the anomaly test results during such times of 
significant communication errors may be unreliable. In this regard, during periods of 
significant communication error across line 25, it is unlikely that the tap coefficients 
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66 of the echo canceler are sufiBcient for properly cancelling the echo of the 
transmitted signal, and anomaly tests based on the tap coefficients 66 may not be 
reUable. Moreover, the general purpose of the comparison performed in block 1 14 is 
to ensure that an unreasonable amount of error is not present on the line 25 before 
testing the line 25 for anomalies. Although other values may be used, the signal error 
threshold in one exemplary embodiment is equal to 3 decibels (dB). 
[0048] If the detection SEV is not greater than the signal error threshold, then a "no" 

determination is made in block 1 14. In such a scenario, the anomaly detection logic 
70, in block 1 17, initiaUzes the detection SEV to its maximum possible value, as 
described above with reference to block 101, and the anomaly detection logic 70 then 
repeats blocks 105-1 13 until the next expiration of timer 81. 
[0049] When a "yes" determination is made in block 1 1 4, a relatively low number of 

errors occurred during the last cycle ofthe timer 81. Thus, it is likely that the current ~ 
tap coefficients 66 of the echo canceler 63 are sufficient to cancel the echo of the 
transmitted signal. These current tap coefficients 66 are, therefore, valid for use in 



anomaly detection. Since a vaHd set of tap coefficients 66 now exists, the anomaly 
detection logic 70 decrements the thermal tracking count in block 1 15, and the echo 
canceler tap coefficients 66 are read and stored in block 1 16. As will be described in 
more detail hereafter, the thermal tracking count is used to ensure that periodic 
updates ofthe baseline tap coefficients 88 occur, thereby accounting for gradual 
changes to the t^p coefScieiits 66 due to temperature fluctuations. 
[0050] In block 1 18, the anomaly detection logic 70 determines whether a baseline set 

of echo tap coefficients 88 aheady exists. If a "no" determination is made, then the 
current echo tap coefficients 66 are stored as the baseline set of tap coefficients 88 in 
block 139, and the thermal tracking count is then reset or re-initialized to its starting 
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[0051] 



value(e.g.Jour in the instant embodiment)inblockl43.Tlxe maxima 

and minimum thennalSEV are also reset orre4nitializedinblockl43.Forill^^^^^^^ 

purposes, assume thatthe tap coefficientoftap^hasavalueofone-thousandClO^ 

upon a "no" determination in block 11 8. In such an example, the anomaly detection 
logic 70, in block 139, stores a value of one-thousand (1000) in memory 75 as the 
baseline tap coefficient for tap a. Likewise the other tap coefficients 66 of the other 
taps 64 in existence may be used to establish the other baseline tap coefficients 88. 
If a "yes" determination is made in block 118, then a set of baseline tap 
■ coefficients 88 already exists. Inblock 120 of FIG. 7. the anomaly detection logic 70 
takes the current tap coefficients 66 that were read and stored in block 116 and 
compares these coefficients to the baseline tap coefficients 88 in an effort to detect 
line anomalies, in particular,for each tap 64,the logic 70 subtracts the tap'scurrent 



[0052] 



coefficient from its corresponding baseline tap coefficient to compute a difference that 
indicates how much the tap's coefficient has changed since the last occurrence of 

block 1-39. r - - — 

mblocks 123 and 131, the anomaly detection logic 70 detects possible line 
anomalies. In block 123, the anomaly detection logic 70 compares each tap difference 
computed in block 120 to the corresponding tap threshold stored in memory 75 (FIG. 
5). If none of the tap differences fiom block 120 respectively exceed the 
corresponding tap thresholds 85. then the coefficients of the taps 64 have not changed 
by an amount large enough to indicate that a fine anomaly may exist. If such a "no- 
determination is made in block 123, then the anomaly detection logic 70 checks the 
thermal trackmg count m block 127 to determine whether to update the baseline tap 
coefficients 88. If the thennal count equals zero, then the baseline tap coefficients 88 
are updated in block 139 as described above. The thennal tracking count, along with 
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[0055] 
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the maximum thermal SEV and minimum thermal SEV, are then reset or re-initialized 
in block 143. 

Note that utilization of the thermal tracking count, as described above, ensures 
that the baseline tap coefficients 88 are periodically updated, via block 139, thereby 
ensuring that gradual fluctuations in the tap coefficients 66 due to temperature 
changes are accommodated. By initializing the thermal tracking count to a value of 
four in the instant example, it can be ensured that the baseline tap coefficients 88 are 
updated at least every four cycles of the timer 81 in which an acceptable error rate is 
present. Thus, in the instant embodiment where each cycle of timer 81 isthirty 
seconds, the thermal tracking count is used to ensure that the baseline tap coefficients 
88 are updated at least once every two minutes of substantially error free data 

-transmission. . 

If a "yes" determination is made in block 123, then at least one of the tap 
differences calculated in block 120 exceeds the corresponding tap threshold 85 {i.e., 
€e top-threshold-85 associated with the same tap 64). This means-that one or more gf_ 
the tap coefficients 66 has changed by a significantly large amount indicating that a 

line anomaly may exist. 

Block 131 helps to reduce false detections of anomalies. To accurately detect 
degraded splices that can cause reduced transceiver performance, it is desirable for the 
thresholds 85 compared in block 123 to be relatively sensitive. Therefore, thermal 
changes and noise could cause a false anomaly detection in block 123 when, in fact, 
no anomaly exists. However, a degraded splice exhibiting impedance changes of 
severity to cause performance problems will also cause degraded and fluctuating 
signal error values. 
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[0056] Inblock 131,theanomalydetectionlogic70comparesthemaximumthermal 

SEV and the minimum thermal SEV that have occuired since the last occuirence of 
block 101 or 143. to particular, the difference of these two variables is calculated and 
compared to a SEV delta threshold {e.g., 5 dB). If the difference between the 
maximum thermal SEV and minimum thermal SEV does not exceed the SEV delta 
threshold, then it is likely that the change in tap coefficients detected in block 123 is 
due to a problem other than a line anomaly, or it is likely that the transceiver's data 
pump adequately responded to the problem. Thus, in such an scenario, an anomaly 
indication is not provided {i.e., block 1 35 is skipped), and the anomaly detection logic 
70 checks the thermal tracking count 127 to see if it is time to update the baseline tap 
coefficients 88 as previously described above. 
[0057] If in block 131. the difference between the maximum theimal SEV and 

minimum thermal SEV doe^Scceed the SEV delta threshold, then the anomaly 

detection is considered valid. The anomaly detection logic 70 then stores an anomaly 
indication for the tap 64 whose threshold was exceeded by the largest amount in block 



123. In other embodiments, all taps 64 whose thresholds were exceeded could be 
indicated. 

[0058] As described above, the anomaly detection logic 70 may maintain a histogram 

having a different running sum associated with each tap 64. ff a tap 64 has the largest 
difference between its current coefficient and its baseline coefficient than the other 
taps 64 and if that difference exceeds the corresponding tap threshold 85 in block 123, 
the anomaly detection logic 70, in block 135. may increment the tap's nmning sum. 
Thus, the running sum for a particular tap 64 indicates the total number of times that 
the anomaly detection logic 70 detected a possible line anomaly based on a 
comparison of the tap's coefficient in the echo canceler 63 with the tap's baseline 
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coefficient stored in memory 75. In general, the higher the value of the tap's running 
sum, the more likely it is that a line anomaly, such as a degraded splice, exists at the 
location of the line 25 corresponding to the tap 64. 
[0059] To better illustrate the implementation of blocks 120, 123, 131, and 135. 

assume that the line detection logic 70 reads a value of one-thousand-seven-hundred 
(1700) for tap . in block 120. Also assume the baseline tap coefficient of t.p a is one- 
thousand (1000) and the coitesponding tap threshold for tap a is five-hundred (500). 
In such an example, the absolute value of the difference between the tap's current and 
baseUne tap coefficients is seven-hundred (700). which exceeds the tap threshold of 
tapa. Therefore, block 123 would result in a "yes*' decision. Assume all other taps 
are evaluated similarly and their differences minus their thresholds are less than that 
of tap a. Also assume the maximum SEV was 17 dB and the minimum SEV was 6 
dB. Then the difference between these two is 11 dB, which is greater than the SEV- - - 
delta threshold of 5dB. Therefore, block 131 would yield a 'Ves" decision. Thus, in 
block 135, the line detection logic 70 increments the numing sum in the histogram for 



[0060] 



[0061] 



However, now assume that the line detection logic 70 reads a value of one- 
thousand-three-hundred (1300) instead of one-thousand-seven-hundred (1700) for tap 
ain block 131. m such an example, the absolute value ofthe difference between the 
tap's current and baseline tap coefficients is three-hundred (300). which does not 
exceed the tap threshold of tap Thus, in block 123. the line detection logic 70 does 
not increment the running sum in the histogram for tap a. 

As shown by the flowchart of FIGS. 6 and 7, the aforedescribed process may 
be repeated over time. Note that the anomaly detection logic 70 may be configured to 
take a sample periodically (eg., every 30 seconds). By repeating the p,x>cess of FIGS. 
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6 and 7 over time, the accuracy of the histogram for estimating the location or 
locations of one or more line anomalies increases. In this regard, anomaly indications 
are more Ukely to occur for the taps 64 corresponding with anomaly locations. 
Indeed, in the present example, only one anomaly exists on line 25, and the location of 
this anomaly corresponds with tap a. Thus, by repeating the process of FIGS. 6 and 7, 
it is likely that the running sum for tap a will have the highest value in the histogram. 
Accordingly, by analyzing the histogram, it is possible to predict the location of the 
anomaly. 

[0062] Indeed, it is possible to establish a ruiming sum threshold such that any 

running sum of the histogram thit exceeds the threshold indicates an existence of a 
line anomaly at a line location corresponding to the tap 64 associated with the running 
sum. The anomaly detection logic 70 may be configured to analyze the histogram and 
to detect an anomaly for each running sum that exceeds the runiiiiig svim threshold. Di 
the instant example where there is only one anomaly, which is located at a location 
corresponding with tap a, the threshold is preferably set to a value that is below the 
running sum associated with tap a but is above each of the running sums of taps 64 
correspoiiding to locations that are not close to the anomaly location. Such a 
threshold may depend on a ratio of the histogram counts for each specific tap versus 
the total histogram counts. In other embodiments. Other methodologies for 
determining the running sum threshold may be employed. 

[0063] The second case of the telecoinmunication line anomaly detection, referred to 

herein as case two, is when the severity of the anomaly prevents the tiransceiver 23 
fi-om reaching synchronization altogether. FIG. 8 depicts an exemplary methodology 
that may be employed by the anomaly detection logic 70 in order to detect such an 
anomaly. 
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[0064] For the purposes of illustration, assume that the anomaly detection logic 70 

configured to ti-ack the coefficients of n number taps of the echo canceler 63, where n 
is any positive integer. Further assume that a particular one of the taps 64, referred to 
hereafter as "tap a," corresponds to a location on the telecommunication hne 25 that is 
a distance "rf"(FIG. 2) from the ti-ansceiver 23. to this regard, a change in the contact 
resistance of the telecommunicatiori line 25 at a distance d from the fransceiver 23 
causes the tap coefficient of tap a to change. For the purposes of illustration, assume 
that a significantly degraded sphce is located at distance d from the hansceiver 23, 
thereby causing the resistivity of the Ime 25 at distance d from the transceiver 23 to 
significantly fluctuate over time resulting in an inabihty to reliably hain and maintain 
a stable data mode signal. Also assume that there are no otiier degraded splices or 
other types of line anomalies on the telecommunication line 25. 
[0065] Similar_to-conventional-transeeivers, the transceiver 23 may ^ to establish 

communication settings, such as an initial set of tap coefficients 66, for example, i 
ti-aining mode and tiien communicate data m a data mode that follows the training 
mblie.~If5iafiomdy^thetdeconunmiic^ enough, the 

transceiver 23 may continuously try to train without ever attaining data modi or it 
may alternate between an unreliable data mode and training, to the embodiment, 
depicted by FIG. 8, steps are taken to detect hne anomaUes during training when the 
severity of the anomalies is such tiiat reUable data mode communication over the 
telecommunication linie 25 is prevented. 
[0066] During the training mode of the transceiver 23, there is a segment of the tram 

used for the purpose of training the echo canceler 63. This segment of the train does 
not need as high a quality telecommunication Ime to successfiilly train the echo 
canceler as is needed to maintain a reliable data mode, to the case of tiie severe spli 
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[0067] 



[0068] 



„Htaea„oma.y..he3»o™a.yd«ec«o„lo^o70,nayutiUzcft.«ho».oe.«.ap 

sequence to detect the anomaly. 

bblock201,*eechoca„celer63intt.tta„sceiver23ttainsu„«U.properly 

converge, on a solution. la other mett>odologies. a signal error valne or o*er 
^a^osUcmay be =va«ed.ode.em.nea>e level of convergence of*eecho«p 

coefficient 66 for anomaly dc.*Uon.Si.^avalidse.of.apcoeffic,en.s66cxis« 
„p„nco„,pleuonofb.o*201.«.eechoupcoefficien«66arereadands»ream 
b,ock205. toblock209>eano„alyde.^tionlosc70d«e™me»whett,era 
baseline se.otecho,apcoefficien.s8S already exls«..fa'W'de.erminaUoais 
made. d,e„mecurren,ecbocance,erUpcoefficienU66 are sroredasdrebaseimese. 

ofup coefficients 88 in block 225. and *e anomaly deletion logic 70 exits the 
processdipicted-bVW8-/«eWsceiver25-will-con«nnetraininga^^ 
enter data mode or taU.0 attain dau mode and reUain.For illustrative purposes. 

a..ume««..he.ap_coefficien.oftap«hasava,ueofone-U.ousand(1000)upona 

" W ;;;;r;i^;n in block 2^: " h. s.h an example; ft^^^^^ 
i„block225.s.oresav,lue„fone-tho«sand(1000)inmen.ory75asth=baseliuetap 

coefficient for up. Likewise, .heo.hert,pcoefficiems66of,heothe,taps64in 

existence may be used to establish the other baseline tap coefficients 88. 

. • • „-4«mWnrk209 then a baseline set of echo tap 
If a "yes" determination is made in blocK zuy, men 

eoefficiehts 88 ahe^y exists. h,block2,3ofFlG.8.thean™nalyde«ction.ogic 70 
«kes the current tap coefficients 66 ««. were read and stored inblock 205 and 
compares thesecoefficents to thebasehnetapcoefficients 88 inaneffortto detect 

line anomalies, to parUcular. for each tap 64, the anomaly detection logic 70. in block 
213, subtracts the tap's current coefficient from its corresponding baseline tap 



24 



[0069] 



[0070] 



TKHR Docket No. 710101-1270 

coefficient to computeadifference that indicateshowm 

64 has changed since the last occurrence of block 225. 

m block 217, the anomaly detection logic 70 detects possible line anomalies. 

to particular, if none of the tap differences computed in block 213 exceed the 
correspondirig tap thresholds 85,th^ the coefficientsofthe taps 64 have not change 

by an amount large enough to indicate a line anomaly may exist. If such a "no" 
det^ation is made in block 217, then the anomaly detection logic 70 uses the 
coefficients read in block 205 to update the baseline tap coefficients 88, as described 
earlier, and the anomaly detection logic 70 exits the process depicted by FIG. 8. If a 
"yes" determination is made in block 217, then at least one of the tap differences 
calculated in block 213 exceeds the corresponding tap threshold 85 {i.e., the tap 
threshold 85 associated wi& the same tap 64). This means that one or more of the tap^ ^ 

coefficients 66 has changed by a significantly large amount indicating that a line 

anomaly may exist. 

, - Ita^yes"-determinationis.made in block then the anomaly detection 

logic proceeds to block 221 . The anomaly detection logic 70 may maintain a 
histogram having a different running sum associated with each tap 64. If a tap 64 has 
the largest difference between its current coefficient and its baseline coefficient than 
the other taps 64 and if that difference exceeds the corresponding tap threshold 85 in 
block 217, then the anomaly detection logic 70, in block 221, increments the tap's 
running sum. THus, the nmning sum for a particular tap 64 indicates the total number 
of times that the anomaly detection logic 70 detected a possible line anomaly based on 
a comparison of the tap's coefficient in the echo canceler 63 with the tap's baseline 
coefficient stored in memory 75. In general, the higher the value of the tap's running 
sum, the more likely it is that a line anomaly, such as a degraded splice, exists at the 
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location of the line 25 corresponding to the tap 64. After updating the histogram in 
block 221, the anomaly detection logic 70 uses the coefficients read in block 205 to 
update the baseline tap coefficients 88 as described earlier, and the anomaly detection 
logic 70 exits the process depicted by FIG. 8. 
[0071] The process defined by the flowchart of FIG. 8 may be repeated each time the 

transceiver trains or retrains. By repeating this process over time, the accuracy of the 
histogram for estimating the location or locations of one or more line anomalies 
increases. In this regard, anoriialy indications are more likely to occur for the taps 64 
corresponding with anomaly locations. Indeed, in the present example, only one 
anomaly exists on line 25, and the location of this anomaly corresponds with tap a. 
Thus, by repeating the process of FIG. 8. it is likely that the nmning sum for tap a will 
have the highest value in the histogram. Accordingly, by analyzing the histogram, it is 
possible to predict the location of the anomaly. 
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